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Internet Protocol (IP) Address
An IP address, or Internet Protocol address, is a series of numbers that identifies any

device on a network. Computers use IP addresses to communicate with each other both

over the internet as well as on other networks. The Internet Protocol is a set of rules for

communication over the internet, such as sending mail, streaming video, or connecting to

a website. An IP address identifies a network or device on the internet.

IP addresses are like telephone numbers, and they serve the same purpose. When you

contact someone, your phone number identifies who you are, and it assures the person

who answers the phone that you are who you say you are. IP addresses do the exact same

thing when you’re online — that’s why every single device that is connected to the

internet has an IP address.

There are two types of IP addresses: IPv4 and IPv6. IPv4 addresses contain a series of

four numbers, ranging from 0 (except the first one) to 255, each separated from the next

by a period — such as 5.62.42.77. IPv6 addresses are represented as eight groups of four

hexadecimal digits, with the groups separated by colons. A typical IPv6 address might

look like this:

2620:0aba2:0d01:2042:0100:8c4d:d370:72b4

The purpose of an IP address is to handle the connection between devices that send

and receive information across a network. The IP address uniquely identifies every

device on the internet; without one, there’s no way to contact them. IP addresses allow

computing devices (such as PCs and tablets) to communicate with destinations like

websites and streaming services, and they let websites know who is connecting.
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During the early days of internet evolution, the online addresses were identified using 8-

bit numbers called the Network Control Protocol (NCP). The first half of the 1970s

witnessed Robert Khan (DARPA) and Vint Cerf (NCP) work on a Transmission Control

Program and publish their first paper in 1974. It was implemented through 4 versions,

wherein the 3rd version segregated itself into Transmission Control Protocol (TCP) and

Internet Protocol (IP). By 1978, the very first draft of TCP/IP v4 was published & by

1981 it became a standard.

What is IPv4

IP stands for Internet Protocol and v4 stands for Version Four (IPv4). IPv4 was the

primary version brought into action for production within the ARPANET in 1983.

IP version four addresses are 32-bit integers which will be expressed in decimal

notation.

Example - 192.0.2.126

Parts of IPv4

Network part:

The network part indicates the distinctive variety that’s appointed to the network. The 

network part conjointly identifies the category of the network that’s assigned.

Host Part:

The host part uniquely identifies the machine on your network. This part of the IPv4 

address is assigned to every host.

For each host on the network, the network part is the same, however, the host half must 

vary.

Subnet number:

This is the nonobligatory part of IPv4. Local networks that have massive numbers of 

hosts are divided into subnets and subnet numbers are appointed to that.

Have we run out of IPv4 addresses?

IPv4 has a theoretical limit of 4.3 billion addresses, which was more than enough in

1980. But as the internet grew and went global, we quickly ran out of addresses,

especially in today’s era of smart phones and IoT devices.

The internet has been running out of IPv4 addresses since the 1990s. While clever

engineers have found ways around the problem, it wasn’t long before a more permanent

fix was needed. Developed to solve these capacity issues for good, IPv6 was needed

when IPv4 could no longer support the load.

Evolution of IP Address System
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IPv6 : Evolution & Characteristics
Internet Protocol version 6, or IPv6, was first introduced in the late 1990s as a replacement

for IPv4. It uses 128-bit addresses formatted as eight groups of four hexadecimal numbers

separated by colons. IPv6 is the solution that addresses the relatively limited number of IP

addresses possible under IPv4. Under IPv6, there will no longer be a shortage of the total

number of possible addresses.

IPv6 allows for a theoretical 340,282,366,920,938,463,463,374,607,431,768,211,456,

or 340 undecillion addresses. This means that every device on the internet can have a

unique IPv6 address. An example IPv6 address looks like this —

2002:0de6:0001:0042:0100:8c2e:0370:7234 — but there are ways to abbreviate this rather

clunky notation.

The advent of IPv6 brought more functionality, in addition to more IP addresses. For

example, IPv6 supports multicast addressing, which allows bandwidth-intensive packet

flows (such as multimedia streams) to be sent to multiple destinations simultaneously,

reducing network bandwidth. But is IPv6 better than IPv4? Let’s find out.

IPv6 has a new feature called auto configuration, which allows a device to generate an

IPv6 address as soon as it powers up and puts itself on the network. The device begins by

looking for an IPv6 router. If one is present, the device can generate a local address and a

globally routable address, allowing access to the wider internet. In IPv4-based networks,

the process of adding devices often has to be done manually.

IPv6 allows devices to stay connected to several networks simultaneously. This is due

to interoperability and configuration capabilities that enable the hardware to automatically

assign multiple IP addresses to the same device.

3
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The main strength of Wi-Fi is its simplicity and ease of 
deployment. Furthermore, because it uses unlicensed 
radio spectrum, Wi-Fi allows users to be mobile for up to 
300 feet from the base station and still have access to the 
network. Moreover, the cost for rolling out this wireless 
solution is low because no expensive wiring is required. 
[4]
As a fixed broadband access technology, Wi-Fi has its 
weaknesses. The user can only use the technology within 
the confines of a 300 feet radius thus limiting the level of 
mobility. Also, the fact that the technology operates in 
the 2.4GHz band which does not require any licensing, 
renders it susceptible to interference from other devices 
such as Bluetooth, cordless phones, etc. In terms of
security, the encryption standard used has been shown to 
be easily breakable [4].
Figure 2: Wi-Fi architecture Wimax:
Worldwide Interoperability for Microwave Access 
(WiMax) is an emerging fixed broadband wireless 
technology that will deliver last mile broadband 
connectivity in a larger geographic area than Wi-Fi. It is 
expected to provide coverage anywhere from one to six 
miles wide. Such WiMax coverage range is expected to 
provide fixed and nomadic wireless broadband 
connectivity without necessarily having a line-of-site 
(LOS) with a base station. WiMax will also enable greater 
mobility, higher speed data applications, range and 
throughput than its counterpart, Wi-Fi.[4]
WiMax uses the IEEE 802.16 standards specifications

TYPES OF IPv6 ADDRESSES

IPv6 addresses are broadly classified into three categories:

1) Unicast addresses: A Unicast address acts as an identifier for a single interface. An

IPv6 packet sent to a Unicast address is delivered to the interface identified by that

address.

2) Multicast addresses: A Multicast address acts as an identifier for a group/set of

interfaces that may belong to the different nodes. An IPv6 packet delivered to a

Multicast address is delivered to the multiple interfaces.

3) Anycast addresses: Anycast addresses act as identifiers for a set of interfaces that may

belong to the different nodes. An IPv6 packet destined for an Anycast address is

delivered to one of the interfaces identified by the address.

IPv6 ADDRESS NOTATION

IPv6 addresses are denoted by eight groups of hexadecimal quartets separated by colons in

between them. Following is an example of a valid IPv6 address:

2201:0db8:3c4d:2012:0000:0000:1234:56ab

NETWORK NOTATION IN IPV6

The IPv6 networks are denoted by Classless Inter Domain Routing (CIDR) notation. A

network or subnet using the IPv6 protocol is denoted as a contiguous group of IPv6

addresses whose size must be a power of two. The initial bits of an IPv6 address (these are

identical for all hosts in a network) form the networks prefix. The size of bits in a network

prefix are separated with a /. For example, 2001:cdba:9abc:5678::/64 denotes the network

address 2001:cdba:9abc:5678. This network comprises of addresses rearranging from

2001:cdba:9abc:5678:: up to 2001:cdba:9abc:5678:ffff:ffff:ffff:ffff. In a similar fashion, a

single host may be denoted as a network with a 128-bit prefix. In this way, IPv6 allows a

network to comprise of a single host and above.

IPv6 - Headers

The IPv6 header has a fixed header and zero or more optional (extended) headers. All

necessary information necessary for the router is stored in a fixed header. The extended

header contains optional information to help the router understand how to handle

packets/flows.
4



Fixed Header

IPv6 fixed header is 40 bytes long and contains the following information.

Version (4-bits): It represents the version of Internet Protocol, i.e. 0110.

Traffic Class (8-bits): These 8 bits are divided into two parts. The first 6 bits are designed

to notify the router what services should be provided to this packet. The least significant 2

bits are used for explicit congestion notification (ECN).

Flow Label (20-bits): This label is used to maintain the sequential flow of packets

belonging to the communication. A source labels the sequence to help the router recognize

that a specific data packet belongs to specific information flow. This field helps to avoid

reordering of data packets. It is designed for streaming/real-time media.

Payload Length (16-bits): This field is used to tell the router how much information is

contained in the payload of a particular data packet. The payload consists of an extension

header and upper-layer data. 16 bits can indicate up to 65535 bytes; however, if the

extension header includes a hop-by-hop extension header, the payload may exceed 65535

bytes, and this field is set to 0.

Next Header (8-bits): This field is used to indicate the type of extension header, or if

there is no extension header, it indicates the upper layer PDU. The value of the upper layer

PDU type is the same as IPv4.

Hop Limit (8-bits): This field is used to prevent data packets from looping into the

network indefinitely. This is the same as TTL in IPv4. The value of the hop limit field is

decremented by 1 when passing through the link (router/hop count). When this field

reaches 0, the packet will be dropped.

Source Address (128-bits): This field indicates the address of the originator of the packet.

Destination Address (128-bits): This field provides the address of the intended recipient

of the packet.

Extension Headers

In order to correct the limitation of the IPv4 option field, an extension header was

introduced in IP version 6. The extension header mechanism is a very important part of the

IPv6 architecture. The Next Header field of the IPv6 fixed header points to the first

extended header, then the first extended header points to the second extended header, and

so on.

The following Extension Headers must be supported as per RFC 2460:

Hop-by-Hop Options header: read all devices in transit network

Routing header: contains methods to support making routing decision

5



Internet Protocol Ver. 6 (IPv6) Specification

IPv6 specification is comprised of 8 parts in the table below:

Part Title

1 Introduction

2 Terminology

3 IPv6 Header Format

4 IPv6 Extension Headers

5 Packet Size Issues

6 Flow Labels

7 Traffic Class

8 Upper-Layer Protocol Issues
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Fragment header: contains parameters of datagram fragmentation

Destination Options header: read by destination devices

Authentication header: Information regarding authenticity

Encapsulating Security Payload header: encryption information

Part 1: This part gives a overview about the IPv6 protocol and the changes from the

previous version IPv4.

Part 2: This part explains the terminologies used in the IPv6 protocol.

Part 3: This part gives the header format of the IPv6 protocol and explains the

structure of each section in IPv6 header.

Part 4: This part refers to the implementation of extension headers and gives the

details about different extension headers.

Part 5: This part refers to the issue that MTU size may cause. It recommends the link

in the Internet have an MTU of 1280 or greater. It also provides the solution if the

MTU size is not enough.

Part 6: The part refers that flow labels may be required in the IPv6 header in order to

handle special request such as non-default quality of service or ‘real-time’ service.



Advantages of IPv6 addresses

IPv6 addresses can bring a variety of benefits, including:

More efficient routing with smaller routing table and aggregation of prefixes.

Simplified packet processing due to more streamlined packet headers.

Support of multicast packet flows.

Hosts can generate their own IP addresses.

Eliminates the need for network address translation (NAT).

Easier to implement services like peer-to-peer (P2P) networks, Voice over IP (VoIP)

and stronger security.

IPv6 also still uses the same two families of routing protocols – Interior Gateway

Protocol (IGP) and Exterior Gateway Protocol (EGP).

Understanding Dual Stacking of IPv4 and IPv6 Unicast Addresses

IPv4 and IPv6 must coexist for some number of years, and their coexistence must be

transparent to end users. If an IPv4-to-IPv6 transition is successful, end users should not

even notice it. A dual-stack device is a device with network interfaces that can originate

and understand both IPv4 and IPv6 packets.

Other strategies, such as manually or dynamically configured tunnels and translation

devices exist, but dual stacking is often the preferable solution in many scenarios. The

dual-stacked device can interoperate equally with IPv4 devices, IPv6 devices and other

dual-stacked devices. When both devices are dual stacked, the two devices agree on

which IP version to use. The transition is driven by DNS. If a dual-stacked device queries

the name of a destination and DNS gives it an IPv4 address (a DNS A Record), it sends

IPv4 packets. If DNS responds with an IPv6 address (a DNS AAAA Record), it sends

IPv6 packets.
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Part 7: This part refers that traffic classes field in the IPv6 header is available for use by

originating nodes or forwarding routers to identify and distinguish between different

classes or priorities of IPv6 packets.

Part 8: This part refers to the four issues that may occur with the upper-layer protocol.
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Unique Features of IPv6

 IPv6 allows for binding a public signature key — one-half of an asymmetric

encryption system, the other being the private key — to an IPv6 address. The resulting

Cryptographically Generated Address allows the user to demonstrate "proof of

ownership" for a particular IPv6 address and validate their identity. It is impossible to

retrofit this functionality to IPv4 with the current 32-bit address space constraint.

 The new protocol also enables end-to-end connectivity at the IP layer by eliminating

the need for Network Address Translation (NAT) — one of the workarounds designed to

conserve IPv4 addresses. This transition opens the door for new and valuable services.

 Peer-to-peer networks are easier to create and maintain and services such as VoIP

and Quality of Service (QoS) become more robust. IPv6 is more secure as compared to

IPv4 as the use of IPSec in IPv6 is not optional, but mandatory.

 Also, IPv6 brings the ability to belong to many networks simultaneously, with a

unique address on each network, and the ability to combine multiple enterprise

networks without readdressing.

Why don't we switch to IPv6 permanently?

According to the Internet Society much of that is because technologies like NAT

(network address translation) have enabled many ISPs and companies to use a single IP

address for many machines. But the biggest problem is that IPv6 requires time and

investment, and since there are some workarounds that have done the job until now,

many organizations aren’t willing to put their resources for no clear or immediate

return.

The majority of end-user devices are compatible only with the IPv4, which covers

approximately 70 percent of the Net, hence the needlessness to make the switch. The

shift to IPv6-compatible tech is going to take some time, as well as investment;

therefore, there are not many volunteers, willing to be in the frontlines of the transition.

Without a doubt, IPv6’s maturity is increasing, but there’s still a long road ahead before

it is as fully accessible as it needs to be, in order to facilitate the Network’s further

expansion. It could be years till the majority of tech runs only with version 6, and even

then, most of the hardware will need to have backlink compatibility, as there will be

older phones, laptops, or other devices that need IPv4 to connect.
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DISCLAIMER

The information given in this pamphlet does not supersede any existing provisions
laid down in Telecom Engineering Manual, Railway Board and RDSO publications.
This document is not statutory and the contents given in it are for the purpose of
guidance only. If at any point contradiction is observed, then TEM, Railway
Board/RDSO guidelines or Zonal Rly. Instructions may be followed.


