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LUCKNOW – 226011 

Telex: 0535-2424 RDSO-IN 

Fax: 91-0522-2452581 

 

No. EL/0.1.3/Driver                                               Dated: xx/12/2021 

Principal Chief Electrical Engineer,   

1. Central Railway, Mumbai CST-400 001    2. North Western Railway, Jaipur-302 006 
3. East Central Railway, Hazipur, Bihar-844 101 4. South Central Railway, Rail Nilayam, Secunderabad-500 

071 
5. East Coast Railway, Chandrashekharpur, 

Bhubaneswar-751 016 
6. South East Central Railway, Bilaspur- 495 004 

7. Eastern Railway, Fairlie Place, Kolkata-700 001 8. South Eastern Railway, Garden Reach, Kolkata-700 043 

9. North Central Railway, Subedarganj, Allahabad-211 
033 

10. Southern Railway, Park Town, Chennai-600 003 

11. Northern Railway, Baroda House, New Delhi-110 001 12. South Western Railway, Hubli-580 024 

13. North Eastern Railway, Gorakhpur-273001 14. West Central Railway, Jabalpur-482 001 

15. North East Frontier Railway, Maligaon, Guwahati-781 
011 

16. Western Railway, Churchgate, Mumbai- 400 020 

17. Banaras Locomotive Works, Varanasi-221 004 18. Chittaranjan Locomotive Works, Chittaranjan- 713 331 

19.  Diesel Loco Modernisation Works, Patiala- 147 003  

 Sub: Final Draft Amendment no. 01 to Specification no. RDSO/2015/EL/SPEC/0118, (Rev.01) titled as 

‘Crew Voice & Video Recording System for Electric & Diesel Locomotives.’ 

Ref.:  MOM between RDSO, BLW & DMW on 14.09.2021 issued vide letter of even no. dated 21.09.2021.  

 

With reference to the above, following amendment is issued in the Specification no. 

RDSO/2015/EL/SPEC/0118, (Rev.01): 

 

• Clause 2.0: Brief Description of the Equipment 
 
The Para “Network Video Recorder……..Diesel Locomotive” should be replaced as “Network Video recorder 
with processing system and data storage capable of receiving standard RTSP stream from connected IP 
cameras. Minimum direct 8 channel NVR shall be provided in each cab of electric Locomotive and Diesel 
Locomotive. “  
 

• Clause 2.1.4: Add the following in last of the paragraph: The audio recording shall be clear & audible 
and shall be verified in Lab as well as in field before considering prototype clearance. 
 

• Clause 2.1.5: The word ‘audio &’ has been added before ‘video.’ 
 

• Clause 2.2.2:  
 
The Para 2.2.2 “Housing of cameras ……….. outside camera” should be replaced as “Housing of cameras 
shall be of IP 65 or better rating for Inside camera and IP 67 or better for outside camera.” 



 

 

• Clause 2.3 Technical Requirement: 

The description of  IP Rating “ Dust protection ……………. vandal proof (Impact rating IK-10 to IEC 

62262)” should be replaced as “ Dust protection with dehumidifying membrane, IP-67 to IEC 60529 for 

outdoor camera and IP 65 to IEC 60529 for Inside camera and vandal proof (Impact rating IK-10 to IEC 

62262).” 

 

• Chapter 6 – Ordering information is deleted. 

This is for information and necessary action please. 

 

 

             (Arvind Pandey) 

Encl: Nil                                            for Director General Std. / Electrical 

Copy to:  

1. Secretary (Electrical), Railway Board, Rail Bhavan, New Delhi-110001; for kind information please. 
2. Manufacturers of CVVRS; for information and necessary action please. 

 

 

    

 (Arvind Pandey) 

Encl: Nil                                             for Director General Std. / Electrical 
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REASONED DOCUMENTS 

Details of comments received on Draft Amendment no. 01 to the specification no. RDSO/2015/EL/SPEC/0118(Rev.1) for Crew 

Voice & Video Recording System with reasons thereof 

 

SN Name of the 
firm/Railways 

Comments received  
 

 

RDSO Remarks 

1. M/s Trolex India 
Pvt. Ltd., 
Plot no. 88-B, 
Electronic City, 
Hosur Road 
Bangalore- 560 
100 
 

(i) Clause 1.5 & 2.0; Power and Communication cables standard or specification better to 
mention in the governing spec.  

(ii) Clause 1.9; H.264/H.265/H.265+ can be considerable. 
(iii) Clause 2.0; We are aware of the space issue of the Electric Locomotives due to 

necessary equipment like EOTT, DPWCS etc... 
Two NVR (along with the suitable capacity two SSD) unnecessarily maximizes the 
financial burden of the end-user and space issues of the Electric Locomotives where, 
one NVR is adequate to interface with 10 numbers camera through a PoE switch (8 
no’s camera direct + 2 no’s camera through PoE switch), It also minimizes the system 
huge cost, wiring complication, system dependency & space issues of the Electric 
Locomotives. However, if finally considered the system along with the 2 NVR, then 
please mention the “Minimum direct 8 channel NVR shall be provided in each cab of 
electric Locomotive and Diesel Locomotive. “  
Redundancy feature is required or not better to mention in the governing spec. 

(iv) Clause 2.2.16; M12 and Rugged RJ-45/Industrial Ethernet port or interfacing can be 
considerable. 

(iv) Clause 2.2.17; Aluminium or MS can be considerable. 
(v) Clause 2.2.18; If possible, mention the required certifications of SSD. 
(vi) Clause 2.2.19; “Applicable for Indoor Cameras only” better to mention in the governing 

spec. 

The Amendment no. 01 to the 

specification no. 

RDSO/2015/EL/SPEC/0118

(Rev.1) is being issued based 

upon decision taken during 

MOM dated 14.09.2021 

between RDSO, BLW & 

DMW. Apart from decision, 

following have also been 

considered:- 

1. The word ‘Direct’ has 

been added before 8 

channel NVR in clause 

2.0. 

2. The word ‘audio &’ has 

been added before ‘video’ 

in clause 2.1.5.  

3. Add the following in last 

of the paragraph of 

Clause 2.1.4: The audio 

recording shall be clear & 

audible and shall be 

2. M/s A. Paul 
Instruments, D- 
6/3, Okhla 
Industrial area 
Phase-I, New 
Delhi-110 020 

(i) Clause 2.0; The Design of the system should be with a discrete Open Platform NVR 
unit interfaced with Railway Grade Ehernet Switches in each cab. An 8 port Ethernet 
Switch should be placed in each cab and connected to a single NVR system that runs 
an NVR software on a standard Operating System like Windows/ Linus. This will have 
the following advantages: 
1. Prevent the misuse of Chinese Bus/Truck NVRs that are generally unsuitable for 
Locomotives and hence increase reliability.  
2. Provide redundancy to the system.  
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3. By using an Open system, it will be possible for Indian Railways to seek 
enhancements in the software as per need and get the NVRs already in field also 
upgraded, reducing the life time cost of the system (through software upgrades).  
4. The Reliability of the system will increase. If one of the two NVRs has failed, the 
whole system can only be said to have failed, as the locomotive can operate in either 
direction. With a single NVR for both sides, reliability calculations improve as the 
component count is reduced. Management of the system is also eased.  
We suggest the following clause to replace the given clause.  
 "NVR system should be a Open Platform recorder with Operating system with NVR 
software running on top suitable for rolling stock applications. Suitability for Rolling 
Stock application shall be certified by the OEM. One NVR shall be provided with two 
Ethernet Switches, with one Ethernet Switch placed in each cab. Each Ethernet 
Switch should be capable of supporting upto 6 cameras (4 currently provided+2 for 
future expansion). The Surveillance software of the NVR shall be upgradeable through 
a pen drive, and shall be capable of receiving standard RTSP stream from connected IP 
cameras. Further inter-cab intercoms, IR cameras for night vision etc. should be 
integrateable into the NVR through software modifications. The software of the NVR 
shall be open to Indian Railways for Audit through authorised agencies for presence of 
any backdoors etc." 
Emphasis must be placed on Rolling Stock Application suitability. For example, All 
Chinese suppliers have two types of NVR - for bus and for train. However, they push 
the ones suitable for buses/ trucks into Indian market through third party integrators 
and do not promote their rolling stock NVRs which are more expensive. Since their 
small time system integrators are seller and commissioning agents and hence 
"contractors”, they evade all contractual obligations. Quality Indian Suppliers cannot 
afford to do the same and hence are priced out while Indian railways get a product 
that is unsuited for the end application. Hence, proven suitability of the product in 
rolling stock application and certification of the OEM NVR manufacturer to that effect 
with commercial responsibility is a must. 
 
We suggest: "DC-DC convertor for direct operation of the system between 72V DC and 
130V DC shall be integrated into the NVR." This will reduce component count and 
prevent misuse of automotive truck/bus NVR as a railway NVR by Chinese suppliers. 
 

(ii) Clause 2.1.1; We Suggest "CVVRS shall be combination of IP based digital cameras, 
Desk mounted directional microphones, Open Platform Network Video Recorder 
(NVR), Upgradeable Surveillance Software, along with data storage memory suitable 

verified in Lab as well as 

in field before considering 

prototype clearance. 

 

All other issues shall be 

addressed in future after 

gaining field experience.  
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for mobile vehicle operations. Cameras shall be IP based with D-coded M12 
Connectors. 4 Numbers directional Microphones having railway grade M12 
Connectors, shall be directly interfaced with the NVR for live recording of Pilot 
and Co-Pilot Audio feeds synchronous to the Video Feed from the cameras. The 
System shall enhance the audio feed to filter out the background noise and shall 
also store the original Audio feed for event analysis." 
Rationale: Primary purpose of the system is Audio Recording between Driver and 
Guard. While enhancing audio signals, background noise is suppressed by anywhere 
between 6dB to 10dB. This improves the audibility of pilot co-pilot conversation. 
Simultaneously background noise may also contain relevant information; and as such 
the original audio feed should also be available packetized within the feed for 
concurrent play back with the video feed. This is a standard feature of event analysis 
surveillance system used on rolling stock applications. 

(iii) Clause 2.1.2; We suggest: "Each NVR shall have an LCD for Indication of the health 
of Recording, Cameras, SSD, Ethernet Switches and audio channels shall be 
displayed in NVR and shall also be shown on an online diagnostic Software that 
shall monitor the functioning of all NVRs of the OEM. The online monitoring tool 
shall generate regular reports on the fault states and send periodic emails/ sms 
alerts to the controlling shed. Cost of Remote Health Monitoring shall be borne 
by the OEM. The server system used by the OEM shall be based in India and 
compliant as per latest MEITY Meghraj guidelines." 
Rationale: 1. It is impossible for a loco shed to physically inspect the health of each 
NVR. Whereas IoT technologies permit very easy remote monitoring of system health 
and its reporting. As the loco shed gets only exception reports, they will be able to 
maintain the system much better.  
2. Each component of the system should be health monitored and visible on the NVR, 
preferably using an LCD with an intelligent diagnostics tool. 
 

(iv) Clause 2.1.3; We suggest: "The NVR system shall operate directly on 110V DC supply 
system available on the locomotive. Supply System (internal to the NVR) shall comply 
with the requirements of EN50155 and applicable sub-standards"  
Rationale: 1. DC-DC convertor should be inbuilt in the NVR and STANDARDISED to 
prevent confusion among maintenance staff across various makes. Lest, much of 
warranty claims may end up getting declines on grounds of wrong voltage connected to 
NVR. 2. Avoiding a 24V DC system in favour of a 72-136DC system, will ensure that 
only NVR suitable for rolling stock application are offered. 
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(v) Clause 2.1.4; We suggest: “The NVR shall receive Streams from various IP based 
cameras fixed in the locomotive. The NVR shall also receive direct audio feed from 4 
Microphones placed on / adjacent to the driver desks. The OEMs may study the noise 
level inside the locomotives & shall design the noise suppression facility accordingly." 
Rationale: Microphones must be fixed independent to prevent background noise 
drowning out the Pilot and Co-Pilot conversation. 
 

(vi) Clause 2.1.5; We suggest: "System should ensure that once recorded, the video and 
audio cannot be tempered /altered/deleted; ensuring the audit trail is intact for 
evidential purposes." 
 

(vii) Clause 2.1.8; The recording resolution and frame rate for each camera shall be user 
programmable through the LCD based user interface provided on the NVR. 
 

(viii) Clause 2.1.12; Each unit of system i.e. NVR, Ethernet Switch, Camera, microphone, 
SSD, DC-DC Converter (If required) shall contain a number plate indicating Serial 
number • Date of manufacturing • Name of manufacturer • Model number. The major 
sub-assemblies going into each unit should also be numbered and recorded with the 
supplier for future reference. 
Rationale: 1. SSD should be integral to the NVR and should not have a number plate 
as it will void the warranty on the SSD. 2. DC-DC convertor should be internal to the 
NVR. 
 

(ix) Clause 2.2.12; We suggest "System shall have hardware available for 2G/3G/4G (auto 
connect) and GPS connectivity for remote monitoring. OEM shall provide Remote 
Health Monitoring on its health Monitoring Servers hosted cloud servers based in 
India. Railway may also ask for enabling the feature of wireless data transmission and 
download of video and audio data over 4G/5G networks through the vendor 
servers as an optional item for remote video management system.  
The server shall be located in India and comply minimum TIA-942 Tier III standard. 
Govt. of India Policy on the server shall be applicable. The optional item shall be 
provided by the CVVRS supplier at an additional cost, if specifically asked for the same 
in the tender. The CVVRS system should have the feature of Video management 
System similar to the system being used in other commercial applications for security 
surveillance such as remote viewing the video, remote health monitoring of CVVRS 
system, real time alert of system faults through email, SMS, etc." 
Rationale: 1. Remote Health Monitoring should be made essential as without the same, 
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it will be very difficult for the staff to monitor the system. 2. Remote Data download 
may be made optional at the choice of the tenderer as it has significant data costs, 
albeit it reduces operational requirements of hauling the locomotive back into the shed 
for downloading. Remote download of footage will save significant energy and may also 
be kindly considered as an essential feature. 
 

(x) Clause 2.2.13; The system should facilitate for interfacing with Crash Hardened 
Memory (CHM) complying IEEE 1482.1 to store data simultaneously as future 
requirement and scalable feature. The preferred communication interface with CHM 
should be on Ethernet. The firm shall demonstrate the feature using a standard 
CHM during type testing and further may submit the undertaking for supporting 
the interfacing with crash hardened memory, if same is provided by Railways. The firm 
shall be bound to integrate the system with these requirements at later stage whenever 
asked. The CHM shall be provided by Railway or can be procured from the CVVRS 
vendor. 
 

(xi) Clause 2.2.15; We suggest: "The recorder shall have a Universal Serial Bus (USB) 
interface on the front panel for service and maintenance. It shall be possible to 
download the footage stored in the NVR to a USB pen drive without the need to 
remove/ replace the SSD. The SSD of the NVR shall be swappable to facilitate 
evidence retrieval but shall be properly secured with an anti-theft arrangement." 
Rationale: The SSDs are prone to theft and must be secured. An alternate download 
methodology must be used to prevent the need to expose the SSD slot in the NVR on a 
regular basis. 

(xii) Clause 2.2.16; We suggest: "The recorder shall have at least two Ethernet ports via 
M12 connector." 
Rationale: One port may be exclusively dedicated to the CHM in future. 
 

(xiii) Clause 2.2.17; We suggest: "The recorder shall be supplied in a compact black 
enclosure of maximum size of 3U sub Rack (Maximum 19" width & 12” depth) with 
suitable Aluminium heat sinks." 
Rationale: Fabricating the entire enclosure in Aluminium to comply with 3U mounting 
is not logical as it does not bear as mush tensile strength. 
 

(xiv) Clause 2.2.18; We suggest "Industrial grade Vibration and Shock Proof Solid State 
Drive (SSD) shall be used for data storage and can be un-mountable from NVR as 
pluggable device for offline downloading the Data. SSD slot shall be provided with an 
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anti-theft arrangement that shall not be openable using commercially available 
tools. Opening tools shall be such that they are restricted to railway use only. 
There shall be sufficient memory to store minimum last 72 hours data on FIFO (First 
in First Out) basis." 
Rationale: SSD is prone to theft, yet needs to be pluggable type to facilitate evidence 
collection. Yet, the slot should be anti-theft with opening tool not commercially 
available. 

(xv) Clause 2.2.20; Kindly Add: The modes shall be operable using the LCD interface of the 
NVR. 
 

(xvi) Clause 2.2.22; Kindly Consider: The application software should allow retrieval of data 
or any date / time interval or GPS coordinates chosen through search functionality of 
the application software 
 

(xvii) Clause 2.2.23; View Should also be available on NVR LCD with a password 
arrangement. 
 

(xviii) Clause 2.3;  
IP Rating- Dust protection with dehumidifying membrane, IP-67 to IEC 60529 for 
outdoor camera and IP 66 to IEC 60529 for Inside camera and vandal proof (Impact 
rating IK-10 to IEC 62262) 
 
Video output signal- M-12 or Aviation plug, Rugged RJ-45/M-12. 
Rationale: Only Cameras with M12 connectors should be permitted. There is nothing 
such as a rugged RJ-45 Connector. 
 
We suggest "Note: International certification to comply with EN50155 standard from 
an NABL accredited lab for the entire system is a must.” 
Rationale: Chinese Labs issue certificates without much tests. NABL accreditation will 
ensure quality control over the camera. 

 

======= 
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