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Disclaimer 

It is clarified that the information given in this booklet does not 

supersede any existing provisions laid down in the IR Telecom 

Engineering Manual, Railway Board and RDSO publications. This 

document is not statuary and instructions given are for the purpose 

of learning only. The diagrams and figures given in the booklet are 

indicative only. If at any point contradiction is observed, then Signal 

Engineering Manual, Telecom Engineering Manual, Railway 

Board/RDSO guidelines may be referred or prevalent Zonal 

Railways instructions may be followed. 
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1 Introduction 

IT Security, also referred as Cyber Security, is the body of technologies, processes, and 

practices designed to protect computer systems and networks from information disclosure, 

theft of or damage to their hardware, software, or electronic data, as well as from 

the disruption or misdirection of the services they provide.  

 

The field is becoming increasingly significant due to the continuously expanding reliance 

on computer systems, the Internet and wireless network standards such as Bluetooth and Wi- 

Fi, and due to the growth of "smart" devices, including smartphones, televisions, and the 

various devices that constitute the Internet of things (IoT). The primary goal of IT/ Cyber 

security is to ensure the system's dependability, integrity, and data privacy. 

 

Cyber security can be categorized into five distinct types: 

 Critical infrastructure security 

 Application security 

 Network security 

 Cloud security 

 Internet of Things (IoT) security 

 

With the increasing use of data networks, Internet/ Railnet and dependency on Information 

technology, IT/ Cyber security has become more critical for Indian Railways. Railway Board 

has approved the Indian Railways Information and Communication Technology Security 

Policy 2019. This policy lays down the guidelines to address the issues emanating from the 

threats in the cyber space. One of the key recommendations of the policy is to make 

information available quickly to the IT security managers for initiating appropriate corrective 

action. Following are the other various GOI & Railway board guidelines issued time to time 

on the subject. 

 

 IR ICT Security Policy 2019 implementation 

 Report & Recommendations on Identification & Protection of Critical Information 

Infrastructure in Indian Railways (CII-Indian Railways) 

 National Cyber Security Policy 

 Railway Board circulars on Cyber Security 

 

This booklet covers the brief introduction of IT/ Cyber security and best practices to be 

adopted for its effective implementation in the relevant work areas of Indian Railways.  

 

https://en.wikipedia.org/wiki/Computer_system
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/Denial-of-service_attack
https://en.wikipedia.org/wiki/Botnet
https://en.wikipedia.org/wiki/Computer_systems
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Wireless_network
https://en.wikipedia.org/wiki/Bluetooth
https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/Smart_devices
https://en.wikipedia.org/wiki/Smartphone
https://en.wikipedia.org/wiki/Television
https://en.wikipedia.org/wiki/Internet_of_things
http://cert-rail.railnet.gov.in/pdf/Cyber_Security_Policy_2019.PDF
http://cert-rail.railnet.gov.in/pdf/Cyber_Security_Policy_2019.PDF
http://cert-rail.railnet.gov.in/pdf/A_Policy_Action_Point.pdf
http://cert-rail.railnet.gov.in/pdf/Final-Signed_Report_CII-IR.pdf
http://cert-rail.railnet.gov.in/pdf/Final-Signed_Report_CII-IR.pdf
https://www.meity.gov.in/sites/upload_files/dit/files/National%20Cyber%20Security%20Policy%20%281%29.pdf
http://cert-rail.railnet.gov.in/Board_letter.asp
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2 Common cyber security threats: 

2.1 Malware 

The term “malware” refers to malicious software that provide unauthorized access or cause 

damage to a computer. They often spread via an unsolicited email attachment or legitimate-

looking download. 

There are a number of different types of malware, including: 

 Virus: A self-replicating program that attaches itself to clean file and spreads 

throughout a computer system, infecting files with malicious code. 

 Trojans: A type of malware that is disguised as legitimate software. Cybercriminals 

trick users into uploading Trojans onto their computer where they cause damage or 

collect data. 

 Spyware: A program that secretly records what a user does, so that cybercriminals can 

make use of this information. For example, spyware could capture credit card details. 

 Ransomware: Malware which locks down a user’s files and data, with the threat of 

erasing it unless a ransom is paid. 

 Adware: Advertising software which can be used to spread malware. 

 Botnets: Networks of malware infected computers which cybercriminals use to perform 

tasks online without the user’s permission. 

 

2.2 Phishing 

Phishing is when cybercriminals target victims with emails that appear to be from a legitimate 

source asking users to disclose sensitive information like password, credit card number etc. It 

is the most common type of cyber attack. 

 

2.3 Vishing 

Vishing is an attempt where fraudsters try to seek personal information like Customer ID, Net 

Banking password, ATM PIN, OTP, Card expiry date, CVV etc. through a phone call. 

 

2.4 Man-in-the-middle attack 

A man-in-the-middle attack is a type of cyber threat where a cybercriminal intercepts and 

relays messages between two parties in order to steal data. For example, on an unsecure Wi-Fi 

network, an attacker could intercept data being passed between the victim’s device and the 

network. 

 

2.5 Denial-of-service attack 

A denial-of-service attack attempts to crash a server, website or network by overloading it 

with traffic. This renders the system unusable, preventing an organization from carrying out 

vital functions. 

https://www.kaspersky.co.in/resource-center/threats/trojans
https://www.kaspersky.co.in/resource-center/threats/spam-phishing
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2.6 Social Engineering 

Social engineering is a tactic which a cybercriminal use to trick you into revealing sensitive 

information. It is the easiest hack involves no computer skill at all.  

 

2.7  Advanced persistent threats (APTs) 

In an APT, an intruder or group of intruders infiltrate a system and remain undetected for an 

extended period. The intruder leaves networks and systems intact so that the intruder can spy 

on business activity and steal sensitive data while avoiding the activation of defensive 

countermeasures. 

 

3 A few indicators of a Generic Malware infected computer: 

i) Computer runs slowly than normal, stops responding or freezes often. Computer 

crashes and restarts every few minutes. 

ii) Unusual error messages pop up constantly. 

iii) New toolbars, links, or favorites added to your web browser. 

iv) Home page, mouse pointer, or search program changes unexpectedly. 

v) Unusual network traffic and connectivity from the computer even without doing any 

Internet activity. 

vi) These are common signs of malware infection, but they may also be indicative of 

mere hardware or software problems. 

 

4 Tips to check and protect from malware infections in Windows computer. 

i) Always set automatic updates for Operating System, Anti-Virus and Applications. For 

Windows OS auto update can be done as follows: - 

Control Panel -> Windows Updates ->Change Settings -> Install updates automatically. 

ii) Checking for unusual network traffic with Windows “netstat -na” command. 

Type “cmd” in “run” and type “netstat –na”. Checkout foreign Established connection 

and IP addresses. Check the IP address for its ownership. 

iii) Check for any unusual executable running automatically at Windows startup. 

Type “msconfig” in “run” and check for any unusual executable running automatically. 

(Disable, delete or uninstall any unnecessary /unknown executable/program.) 

iv) Enable hidden files, folders and system files view to find any unusual or hidden files, 

especially useful while using USB storage devices. 

Control Panel -> Folder Options -> View -> select the “Show hidden files and folders” 

option and unselect “Hide protected operating system files” 
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Make sure there is no hidden file and folders present in the USB Storage device. Format 

the device if any unusual files (files having extensions exe, com, dat, scr and ini etc.) are 

present besides the data files (doc, ppt, xls and pdf etc). 

v) Delete the contents of Windows “Temp” and “Temporary Internet files” regularly. 

 

5 Desktop Security 

5.1 Why do you need to secure your Desktop? 

A personal computer used without proper security measure could lead to exploiting the system 

for illegal activities using the resources of such unsecured computers. These exploiters could 

be Virus, Trojans, Key loggers and sometimes real hackers. This may result in data theft, data 

loss, personal information dis- closure, stealing of credentials like passwords etc. So, protect 

and secure your Personal Computer before it is compromised. 

 

5.2 Data Security  

 Enable Auto-updates of your Operating System and update it regularly. 

 Install Anti-Virus/ Anti-Spyware Software and make sure it automatically gets updated 

with latest virus signatures. 

 Use “Encryption” to secure your valuable Information. 

 Strong password should be used for “Admin” Account on computer and for other 

important applications. 

 Backup: Periodically backup your computer data on External hard disk or USB drive etc. 

 Recovery Disk: Always keep recovery disk supplied by Manufacturer / Vendor of the 

Computer System to recover the Operating System in the event of boot failures. 

 

5.3 Browser & Internet Security  

 Always update your Web Browser with latest patches. 

 Use privacy or security settings which are inbuilt in the browser. 

 Use content filtering software. 

 Always have Safe Search “ON” in Search Engine 

 Check the copyright issues before using the content of Internet. 

 Always access the site, which uses https (Hyper Text Transfer Protocol Secure) while 

performing online transactions, downloads etc. 

 If the site uses SSL, verify the Certificate details like who is the owner, expiry date of the 

certificate etc. to confirm whether it is trusted or not. 

You can do this by clicking the lock icon. 

 Use only original websites for downloading the files rather than third party websites. 

 Scan the downloaded files with an updated Anti-Virus Software before using it. 

 Install and properly configure a Software firewall, to protect against malicious traffic. 
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6 Broadband Internet & WiFi Security 

6.1 Broadband Security Threats 

As broadband Internet connection is “Always On”, it leads to intentional misuse through 

 Trojans and backdoors 

 Denial of Service 

 Intermediary for another attack 

 Hidden file extensions 

 Chat clients 

 Packet sniffing 

 

Do’s 

 Change Default Administrator ( Passwords and User names): 

In order to allow only authorized access to the equipment, change the default 

administrator password of broadband router modem, as the manufacturer, which are 

common to all modems and can be misused by anyone, gives these details. 

 Assign Static IP Addresses to Devices: 

Most of the home users are allotted dynamic IP addresses, as DHCP technology is 

easy to setup. This may even help the attackers who can easily obtain valid address 

from DHCP pool. Therefore, turn off DHCP option in router or access point and use 

fixed IP address range. 

 Enable MAC Address Filtering: 

Every device is provided with a unique MAC address. Enable MAC address filtering 

in Broadband access points and router settings. This facilitates to allow connections 

only from those devices. 

 Turn on (Compatible) WPA / WEP Encryption: 

All Wi-Fi enabled modems/ router support some form of encryption technology, which 

has to be enabled. 

 Change the Default SSID (Service Set Identifier): 

All the access points and routers use a network name called SSID. Manufacturer 

normally ships their products with the same SSID set. Since it can be misused by the 

attacker to break into the network / computer, it is necessary to change the default 

SSID while configuring wireless security. 

 Enable Firewall on Modem Router as well as Computer: 

Broadband modem routers contain built-in firewall feature, but this option has to be 

enabled. Computer connected to the broadband modem also needs to be protected with 

desktop firewall. 
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Don’ts 

 Don’t use connection without a filter for each broadband Internet line. 

 Do not Enable Auto-Connect to Open Wi-Fi Networks: 

In case if Auto-Connect setting is enabled, computer with Wi-Fi interface can connect 

automatically without notifying to the user. This may expose our computer to security 

risks. This setting should not be enabled except in specific cases. 

 

7 Mobile Phone Security 

Mobile phones are becoming ever more popular and are rapidly becoming attractive targets 

for malicious attacks. Mobile phones face the same security challenges as traditional desktop 

computers, but their mobility means they are also exposed to a set of risks quite different to 

those of a computer in a fixed location. Mobile phones can be infected with worms, trojan 

horses or other virus families, which can compromise your security and privacy or even gain 

complete control over the device.  

Note: Record the IMEI (International Mobile Equipment Identity) number for tracking your 

mobile in case you lose it. 

 

7.1 Mobile Phone Security Threats Categories 

 Mobile Device and Data Security Threats 

Threats related to unauthorised or intentional physical access to mobile phone and 

lost or stolen mobile phones. 

 Mobile Connectivity Security Threats 

Threats related to mobile phone connectivity to unknown systems, phones and 

networks using technologies like Bluetooth, Wi-Fi, USB etc. 

 Mobile Application and Operating System Security Threats 

Threats arising from vulnerabilities in Mobile Applications and Operating Systems. 

 

7.2 Typical impact of attacks against Mobile Phones 

 Exposure or loss of user's personal information/data, stored/transmitted through 

mobile phone. 

 Monetary Loss due to malicious software unknowingly utilizing premium and highly 

priced SMS and Call Services. 

 Privacy attacks which includes the tracing of mobile phone location along with 

private SMSs and calls without user’s knowledge. 
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Do’s 

 Record IMEI number: 

 Record the unique 15 digit IMEI number. In case Mobile phone is stolen/lost, this 

IMEI number is required for registering complaint at Police station and may help in 

tracking your mobile phone through service provider. 

 Enable Device locking: 

 Use auto lock to automatically lock the phone or keypad lock protected by 

passcode/ security patterns to restrict access to your mobile phone. 

 Use a PIN to lock SIM card: 

 Use a PIN (Personal Identification Number) for SIM (Subscriber Identity Module) 

card to prevent people from making use of it when stolen. After turning on SIM 

security, each time phone starts it will prompt to enter SIM PIN. 

 Use password to protect information on the memory card. 

 Report lost or stolen devices: 

 Report lost or stolen devices immediately to the nearest Police Station and 

concerned service provider.  

 Use the feature of Mobile Tracking which could help if the mobile phone is 

lost/stolen. Every time a new SIM card is inserted in the mobile phone, it would 

automatically send messages to two preselected phone numbers of your choice, so 

that you can track your Mobile device. 

 

Don’ts 

 Never leave your mobile device unattended. 

 Turn off applications (camera, audio/video players) and connections (Bluetooth, 

infrared, Wi-Fi) when not in use. Keeping the connections ON may pose security 

issues and also cause to drain out the battery. 

 

7.3 Bluetooth & Wi-Fi Security: 

Bluetooth is a wireless technology that allows different devices to connect to one another and 

share data, such as ringtones or photos. Wireless signals transmitted with Bluetooth cover 

short distances, typically 30 feet (10 meters). 

Wi-Fi is short for “Wireless Fidelity.” Wi-Fi refers to wireless networking technology that 

allows computers and other devices to communicate over a wireless signal. 

 

Do’s: 

 Use Bluetooth in hidden mode so that even if the device is using Bluetooth it is not 

visible to others. 
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 Change the name of the device to a different name to avoid recognition of your Mobile 

phone model. 

 Put a password while pairing with other devices. The devices with the same password 

can connect to your computer. 

 Disable Bluetooth when it is not actively transmitting information. 

 Use Bluetooth with temporary time limit after which it automatically disables so that 

the device is not available continuously for others. 

 Connect only to the trusted Wi-Fi networks. 

 Use Wi-Fi only when required. It is advisable to switch off the service when not in 

use. 

 Beware while connecting to public networks, as they may not be secure. 

 

Don’ts 

 Never allow unknown devices to connect through Bluetooth. 

 Never switch on Bluetooth continuously. 

 Never put Bluetooth in always discoverable mode. 

 Never connect to unknown networks or untrusted Wi-Fi networks. 

 

8 Best practices for general computer usage 

 Create strong passwords for login by using a combination of letters, numbers, and 

special characters with minimum of 10 characters. 

 Computers should be protected from virus/worms using an Antivirus/ Internet 

security software. 

 Don't leave the computer unattended with sensitive information on the screen. 

 Always lock your computer before leaving workplace to prevent unauthorized 

access. A user can lock computer by pressing “ctrl + alt + del” and choosing “lock 

this computer” or “window button+ L”. 

 Enable a password-protected screen saver with a timeout period of 2 minutes to 

ensure that computers that were left unsecured will be protected. 

 Be careful of what you plug in to your computer. Malware can spread through 

infected USB drives, external hard drives, and even smart phones. 

 Use non-administrator account privileges for login to the computer and avoid 

accessing with administrator privileges for day-to-day usage. 

 Treat sensitive data very carefully and use encryption to securely encode sensitive 

http://kb.mit.edu/confluence/x/3wNt
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information. 

 Backup your important files at regular intervals to avoid unexpected loss. 

 Remove unnecessary programs or services from computer which are not required 

for day to day operation. 

 Do not give remote access, file and print sharing option to other computers barring 

exceptional cases. 

 Do not use file sharing software as file sharing opens your computer to the risk of 

malicious files and attacks. 

 Remove files or data you no longer need to prevent unauthorized access to such 

data. Merely deleting sensitive material is not sufficient, as it does not actually 

remove the data from your system. File shredder software should be used to delete 

sensitive files on computers. 

 

9 Best practices for Internet browsing 

 Always be careful when clicking on links or downloading. If it is unexpected or 

suspicious for any reason, do not click on it. 

 Always use updated web browser for browsing. If you run a web browser that is out 

of date, it may contain security vulnerabilities. 

 Do not store/ share any sensitive information on any device that is connected to the 

Internet. 

 The "Save password" option prompted by the browser should not be selected if a 

window appears after entering information on the login screen, asking you to do so. 

Do not save account information, such as passwords or credit card information in 

web browsers, especially on those PCs, which are shared with other users. 

 Look for HTTPS sign in the browser address bar. The “s” in “https” stands for 

secure, meaning that the website is employing SSL encryption. Check for an 

“https:” with a green padlock icon in your browser address bar to verify that a site is 

secure. 

 Make a habit of clearing history from the browser after each logout session.  

 While browsing, some pop-ups may appear with option of close button. These may 

be fake and may actually try to install spyware when you click on it. Beware of such 

pop-ups and avoid clicking on it. 

 Popup blocker option should be kept turned ON in the browser and may be 

selectively allowed for trusted sites, if required. Doing so will help prevents any 

nuisance web ads or malware embedded in ads from appearing on screen.  

 Be aware of online free offers like “Free” Screensavers, free software etc. They may 

contain malware. 

 Avoid using public computers and public Wi-Fi connections to access and carryout 
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any financial or sensitive transactions. Accessing government email on such 

computers has a risk of causing information breach. 
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CAMTECH Publications 

CAMTECH is continuing its efforts in the documentation and up-gradation of information on 

maintenance practices of Signalling & Telecom assets. Over the years a large number of 

publications on Signalling & Telecom subjects have been prepared in the form of handbooks, 

pocket books, pamphlets and video films. These publications have been uploaded on the 

internet as well as Railnet.  

For downloading these publications  

On Internet: 

Visit www.rdso.indianrailways.gov.in 

Go to Directorates → CAMTECH Gwalior → Other Important links → Publications for 

download - S&T Engineering 

or click on link 

https://rdso.indianrailways.gov.in/view_section.jsp?lang=0&id=0,2,17,6313,6321,6326 

On Railnet: 

Visit RDSO website at 10.100.2.19  

Go to Directorates → CAMTECH → Publications →  S&T Engineering 

Or click on the link 

 http://10.100.2.19/camtech/Publications/CAMTECH%20Publications%20Online/SntPub.htm 

 

A limited number of publications in hard copy are also available in CAMTECH library which 

can be issued by deputing staff with official letter from controlling officer. The letter should be 

addressed to Director (S&T), CAMTECH, Gwalior.  

For any further information regarding publications please contact: 

 Director (S&T) – 0751-2470185 (O)(BSNL) 

 SSE/Tele -   9755549287 (CUG) 

 Or 

 Email  at dirsntcamtech@gmail.com  

 Or 

 FAX to 0751-2470841 (BSNL) 

 Or 

Write at 

Director (S&T) 

Indian Railways Centre for Advanced Maintenance Technology, 

In front of Hotel Adityaz, Airport Road, Maharajpur, 

Gwalior (M.P.) 474005 

http://www.rdso.indianrailways.gov.in/
https://rdso.indianrailways.gov.in/view_section.jsp?lang=0&id=0,2,17,6313,6321,6326
http://10.100.2.19/camtech/Publications/CAMTECH%20Publications%20Online/SntPub.htm
mailto:dirsntcamtech@gmail.com
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Quality Policy 

 

“We at RDSO Lucknow are committed to maintain and update transparent 

standards of services to develop safe, modern and cost effective railway 

technology complying with statutory and regulatory requirements, through 

excellence in research, designs and standards by setting quality objectives, 

commitment to satisfy applicable requirements and continual 

improvements of the quality management system to cater to growing needs, 

demand and expectations of passenger and freight traffic on the railways 

through periodic review of quality management systems to achieve 

continual improvement and customer appreciation. It is communicated and 

applied within the organization and making it available to all the relevant 

interested parties”.    
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Our Objective 

 

To upgrade Maintenance Technologies and Methodologies and achieve 

improvement in Productivity and Performance of all Railway assets and 

manpower which inter-alia would cover Reliability, Availability and 

Utilisation. 

 

If you have any suggestion & any specific comments, please write to us:  

Contact person        :  Director (Signal & Telecommunication) 

Postal Address  : Centre for Advanced Maintenance Technology, 

Opposite Hotel Adityaz, Near DD Nagar, 

Maharajpur,  Gwalior (M.P.) Pin Code – 474 005 

Phone                   :  0751 - 2470185 

Email                   :  dirsntcamtech@gmail.com 
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