
Functinal Requirement Speecifcatin (FRSi
Fir Develipement if Cyber Security and Cliud Speecifcatin fir

the Kavach System
(Indian Railways Autimatc Train Pritectin Systemi

1. Objectve 

The objectie of  this  FRS is  to  defie compreheisiie  policies  to eisure the security,  resilieice, aid
operatoial iitegrity of the Kaiach system, iicludiig all associated subsystems, by deielopiig robust
cybersecurity measures aid formulatig guideliies for the use of cloud seriices. Aligied with staidards
such  as  EN 50701,  EN 50716 aid IEC 62443,  it  will  iicorporate  system parttoiiig iito zoies aid
coiduits, detailed risk maiagemeit processes, aid threat assessmeit strategies to address emergiig
cyber threats.
 The objecties iiclude: 

 Establishiig a policy framework for securiig the Kaiach system, its processes, aid iiteractois.  

 Proiidiig clear security guideliies for equipmeit deielopmeit frms to eisure the secure desigi

aid deielopmeit of Kaiach iifrastructure. 

 Defiiig protocols for system certfcatoi aid regular security audits. 

 Establish a secure cyber ecosystem for Kaiach. 

 Eisure efectie iulierability aid patch maiagemeit. 

 Implemeitig iiieitory aid asset maiagemeit mechaiisms. 

 Deielopiig mechaiisms for cyber iicideit respoise, audits, aid crisis maiagemeit. 

 Mitgatig supply chaii risks aid eihaice operatoial security. 

 Formulatig guideliies for the use of cloud seriices.

2. Scipee 

 The scope iiiolies the creatoi of cybersecurity aid cloud-based policies that: 

 Apply to the eitre lifecycle of the Kaiach system, coieriig desigi, implemeitatoi, operatois,

aid maiiteiaice. 

 Guide audits, iispectois, aid certfcatois coiducted by empaielled frms. 

 Establish  maidatory  practces  for  Kaiach  system iitegrators,  equipmeit  maiufacturers,  aid

seriice proiiders to eihaice system security. 

3. Priiritiatin

 Eisure compliaice with critcal staidards like IEC 62443, ISO 27017, EN 50716 aid EN 50701.

 Address  iulierabilites  ii  eioliiig  techiologies,  especially  quaitum  computig  aid  cloud
storage.

 Streigthei accouitability through structured documeitatoi, testig, aid moiitoriig practces.

4. Apepelicability 

The selected frm shall: 

 Deielop detailed cybersecurity policies aid guideliies for the Kaiach system aligied with IT

Rules 2018, IR-ICT Security Policy 2019, aid sector-specifc staidards. 

 Defie security measures iicludiig frewalls, whitelistig, secure remote access, aid mult-factor

autheitcatoi. 
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 Establish specifcatois for secure data maiagemeit, system audits, aid asset maiagemeit. 

 Proiide templates aid guideliies for iicideit respoise aid disaster recoiery mechaiisms.

5. Deliverables 

The selected frm shall: 

 Deielop detailed cybersecurity policies aid guideliies for the Kaiach system aligied with IT

Rules 2018, IR-ICT Security Policy 2019, aid sector-specifc staidards. 

 Defie security measures iicludiig frewalls, whitelistig, secure remote access, aid mult-factor

autheitcatoi. 

 Establish specifcatois for secure data maiagemeit, system audits, aid asset maiagemeit.  

 Proiide templates aid guideliies for iicideit respoise aid disaster recoiery mechaiisms. 

6. Functinal Requirements  

6.1. Cybersecurity Coitrols 

 Pilicy  Firmatin:  Guideliies  for  ietwork  isolatoi,  IP  whitelistig,  aid  trusted

hardware/sofware sources. 

 Asset  Lifecycle  Management:  Detailed  requiremeits  for  iiieitory  aid  moiitoriig

tools. 

 Access Cintril: Role-based access mechaiisms with stroig autheitcatoi protocols. 

 Risk  Assessment:  Coiduct  Detailed  Risk  Assessmeit  (DRA)  for  zoies  aid  coiduits,

classify risks, aid implemeit couitermeasures to achieie acceptable residuals risks.

 Infirmatin and Privacy Management: Establish a compreheisiie ICMS aid PIMS to

safeguard seisitie data aid mitgate priiacy threats.

 Pist Quantum Crypetigrapehy (PQCi: Implemeit PQC eicryptors with pre-shared keys or

quaitum-safe certfcates to secure iiter-site commuiicatois.

6.2. Vulierability aid Patch Maiagemeit 

 Regular iulierability assessmeits aid third-party certfcatois for deployed systems.  

 Risk-based remediatoi strategy aid secure update protocols. 

6.3. Backup aid Disaster Recoiery 

 Specifcatois for backup mechaiisms adheriig to the 3-2-1 rule. 

 Guideliies for disaster recoiery site maiagemeit aid periodic ialidatoi drills. 

 Use  geo-reduidait  cloud  seriices  with  stroig  disaster  recoiery  mechaiisms  for

ceitralized Kaiach applicatois like FRACAS, chatbots, aid iersioi coitrol systems.

6.4. Iicideit Respoise  

 Create a cyber iicideit respoise plai, iicludiig roles, commuiicatoi strategies, aid

reportig mechaiisms. 

 Maiitaii a Threat Log for eiery zoie aid coiduit, documeitig threat iames, sources,

poteital impacts, iulierabilites, aid mitgatois.

6.5. Audits aid Compliaice 

 Defie audit requiremeits per ISO/IEC 27001 staidards. 

 Procedures for peietratoi testig aid cybersecurity audits by third-party ageicies. 

6.6. Cybersecurity Awareiess aid Traiiiig 

 Specifcatois for compreheisiie traiiiig programs tailored for all leiels of employees

aid stakeholders. 

File No.RDSO-SIG0KVCH(GEN)/3/2025-SIGNAL DIRECTORATE/RDSO



6.7. Seriice Proiider Maiagemeit 

 Iiclude cybersecurity-related clauses ii ieidor/seriice proiider coitracts with peialtes

for ioi-compliaice. 

6.8. Secure Coifguratoi aid Chaige Maiagemeit 

 Specifcatois for approiiig aid iettig coifguratoi chaiges. 

6.9. Cloud Seriices Policy

 Trusted Proiiders: Use certfed CSPs compliait with ISO/IEC 27001 aid ISO/IEC 27018.

 Data  Soiereigity:  Comply  with  iatoial  data  resideicy  laws,  eisuriig  data  storage
withii Iidia where required.

 Seriice Coitiuity:  Adopt automated failoier aid disaster recoiery mechaiisms with

SLA-backed guaraitees.

7. Aiiexure- R- Kaiach Cloud aid Cyber security requiremeits of Kaiach Specifcatoi is eiclosed.

Commeits oi this documeit are to be proiided.
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